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1. [bookmark: _Toc135816272][bookmark: _Toc136441383]Introduction
The General Data Protection Regulation (“GDPR”) imposes obligations on organisations to safeguard all personal data under their control. Saint John of God Hospitaller Services Group Clg (“SJOG”) has a responsibility to protect all personal data which it processes and ensure its confidentiality, integrity and availability. 
SJOG is required to establish organisational and technical measures to prevent unauthorised internal and external access to personal data and to put in place a procedure for managing and reporting personal data breaches.

2. [bookmark: _Toc135816273][bookmark: _Toc136441384]Definition
Personal Data Breach is defined as a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed.

Personal data is defined as any information relating to an identified or identifiable natural person (“data subject”); an identifiable natural person is one who can be identified, directly or indirectly, by reference to an identifier such as name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

Special categories of personal data (or “sensitive data”) are defined as any personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership, and the processing of genetic data, biometric data for uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation.

Data Subject: The data subjects for which SJOG processes personal data falls under two categories:
· Service User: defined as the customer or beneficiary of any of the services the entities within the Group provide into the community. These are:
· Tenants: for the properties maintained and controlled by SJOG Housing Association;
· Donors: for the individuals interacting with SJOG Foundation;
· Researchers: for the professionals and academics interacting with SJOG Research Foundation; and
· Patients: in relation to the activities that the SJOG HSG delivers as a Data Processor in providing ICT services to SJOG Hospital and SJOG Community Services.
· Employees: defined as a member of staff for any entities, whether permanent or temporary. 

Processing is defined as any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.
[bookmark: _GoBack]
Data Controller is the natural or legal person, public authority agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data.

Data Processor is the natural or legal person, public authority, agency or other body which processes personal data on behalf of the data controller.

Data protection laws refers to the group of laws that govern how organisations can process personal information. These include the General Data Protection Regulation, the Data Protection Act 2018 and the Privacy and Electronic Communications Regulations 2011 (“ePrivacy Directive”).

3. [bookmark: _Toc136441385]Purpose
The purpose of this policy is to enable SJOG to appropriately respond to personal data breaches which may arise and to protect SJOG, staff, patients, residents and any other data subjects from the consequences of a data breach.

4. [bookmark: _Toc135816274][bookmark: _Toc136441386]Scope 
This policy applies to all personal data processed by SJOG in any format (including electronic and paper records), whether used in the workplace, stored on portable devices and media, transported from the workplace physically or electronically, or accessed remotely; personal data held on all SJOG IT systems managed centrally by IT services; any other IT systems, including email and cloud-based platforms on which SJOG-controlled or processed personal data is processed, in respect to all data subjects (i.e. staff, patients, residents etc).
This policy applies to all staff employed by companies within the Saint John of God Hospitaller Services group structure (including individuals not directly employed by SJOG such as contractors). The companies, as referred to under the term Group, are:
· Saint John of God Hospitaller Services Group Clg;
· Saint John of God Research Foundation Clg;
· Saint John of God Housing Association Clg; and
· Saint John of God Foundation Clg. 

5. [bookmark: _Toc136441387]Breach Detection
1. [bookmark: _Toc135924871][bookmark: _Toc136441388]
2. [bookmark: _Toc135924872][bookmark: _Toc136441389]
3. [bookmark: _Toc135924873][bookmark: _Toc136441390]
4. [bookmark: _Toc135924874][bookmark: _Toc136441391]
5. [bookmark: _Toc135924875][bookmark: _Toc136441392]
5.1. [bookmark: _Toc136441393]Categories of Data Breaches
A “personal data breach” is a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, persona data transmitted, stored or otherwise processed.
Security breaches can be categorised according to the following three information security principles:
· Confidentiality Breach: where there is an unauthorised or accidental disclosure of, or access to, personal data.
· Availability Breach: where there is an unauthorised or accidental loss of, access to, or destruction of, personal data.
· Integrity Breach: where there is an unauthorised or accidental alteration of personal data.
It should be noted that while these breaches may occur as separate incidents, depending on the circumstances, a breach may fall into more than one of the above categories.
A breach can occur to data held in both paper and electronic form.
5.2. [bookmark: _Toc136441394]Examples of Data Breaches
The following non-exhaustive list are examples of personal data where a staff member is required to initiate the reporting process and begin documenting the breach:
· Loss or theft of personal data or equipment which stores personal data (e.g. personal information being misplaced or left in an uncontrolled environment).
· Unauthorised disclosure of personal data (e.g. correspondence sent to incorrect recipient(s); personal information not appropriately redacted before releasing documents in response to a subject access request).
· Unauthorised use of, access to, or modification of personal data or information systems.
· Successful phishing attacks where information is obtained by deceiving the company who holds it. 
· Temporary loss of availability due to events such as fire or floods.
5.3. [bookmark: _Toc136441395]Data Processor Breach
Where SJOG has engaged a third-party service provider (processor), to perform processing on the company’s behalf:
· The processing activity carried out by the processor will be governed by a processing agreement in accordance with Article 28 or Article 46, for international transfers, of the GDPR which includes a requirement for the processor to notify SJOG of any breaches of data for which SJOG is the data controller.
· SJOG will retain overall responsibility for the protection of personal data. However, the processor is required to assist SJOG in ensuring compliance with its obligations – including assisting SJOG in securing breached data and notifying sub-processors engaged by the processor.
· Processors engaged by SJOG are required to alert SJOG’s Data Protection Officer (“DPO”) without undue delay, of all potential and confirmed breaches, which gives rise to the risk of unauthorised disclosure, loss, destruction or alteration of personal data, where SJOG is the controller of the compromised personal data.   The processor should be aware that SJOG is responsible for assessing if the potential breach constitutes a data breach under the GDPR.

6. [bookmark: _Toc136441396]Breach Management
The DPO, in conjunction with appropriate members of staff, take the following steps when responding to an incident:
Step 1: Identification of the breach
Step2: Initial Risk Assessment
Step 3: Breach Investigation
Step 4: Mitigate Risks
Step 5: Breach reporting to the Data Protection Commission and / or data subject(s)
Step 6: Review
1. [bookmark: _Toc135924880][bookmark: _Toc136441397]
2. [bookmark: _Toc135924881][bookmark: _Toc136441398]
3. [bookmark: _Toc135924882][bookmark: _Toc136441399]
4. [bookmark: _Toc135924883][bookmark: _Toc136441400]
5. [bookmark: _Toc135924884][bookmark: _Toc136441401]
6. [bookmark: _Toc135924885][bookmark: _Toc136441402]
6.1. [bookmark: _Toc136441403]Identification of the breach
Once SJOG, as a data controller, has become aware of a potential personal data breach, an investigation will take place to determine the circumstances of the breach.
When a staff member becomes aware of a potential data breach, they must immediately report it to the DPO.
After reporting the incident, the relevant staff member must complete the Data Breach Incident Form (see Appendix A below) and forward it to the DPO as soon as possible. The DPO is responsible for keeping a written record of all potential or suspected data breaches that are notified to them (including those that are not notified to the Data Protection Commission or the affected individuals). For this purpose, it is imperative that the Data Breach Incident Form is completed satisfactorily. This will enable all the relevant details of the incident to be recorded consistently and communicated on a need-to-know basis to relevant staff so that prompt and appropriate action can be taken to resolve the incident

6.2. [bookmark: _Toc136441404]Initial Risk Assessment
Once a potential breach has been detected, a risk assessment will be undertaken by SJOG to determine the potential risk to the rights and freedoms of the affected data subject(s).
A “high risk” occurs where the breach may lead to physical, material or non-material damage to the data subjects and may include instances of discrimination, identity theft or fraud, financial loss or damage to reputation.
When assessing the severity of a breach, SJOG will take guidance from a number of sources in order to determine the risk associated with the breach. SJOG will refer to:
· European Union Agency for Cybersecurity (“ENISA”) breach severity model (available here). This document sets out a methodology for assessing the severity of a personal data breach.
· The ENISA Breach Severity Tool spreadsheet (separate document).
· European Data Protection Board (“EDPB”) breach notification document (available here). This document provides practice-oriented, case-based guidance that utilises the experiences gained by the Statutory Authorities since the GDPR is applicable. Its aim is to help data controllers in deciding how to handle data breaches and what factors to consider during risk assessment. 
SJOG need to consider the specific circumstances of the breach, including its severity and potential impact. The risk will also be evaluated on the basis of, at least, an objective assessment of the following criteria:
· The type of breach;
· The nature, sensitivity and volume of personal data;
· Ease of identification of data subjects;
· Severity of consequences for the data subjects;
· Special characteristics of the data subjects;
· Number of affected data subjects;
· Should authorities become involved.
An assessment of such a breach may be aided by any previously conducted Data Protection Impact Assessment (“DPIAs”) of the processing activities affected by the breach.
Following this initial assessment of the incident, the DPO may, according to the severity of the incident, consult with the CEO and/or Executive Management team and decide if it is necessary to appoint a group of relevant SJOG stakeholders (e.g. IT Services, Human Resources etc) to assist with the investigation and mitigating process. 
An assessment of the risks for SJOG, including strategic and operational, legal, financial and reputational risks may also be prepared

6.3. [bookmark: _Toc136441405]Breach Investigation
The aim of the investigation is to determine the nature of the breach, contain the breach, the consequences of the data subject(s) involved, whether the requirement for notification of the Data Protection Commission (“DPC”) or the data subject(s) has been triggered, and the mitigating or remedial actions to be taken.
Once a potential breach has been detected, the Data Protection Officer will meet with the relevant personnel to discuss the required steps to secure the breach. SJOG will prioritise securing the data that may have been breached.
The Data Protection Officer, in conjunction with key stakeholders will determine the most appropriate mitigation actions for the breach. Where required external stakeholders may be consulted on a particular breach.

6.4. [bookmark: _Toc136441406]Mitigate Risks
Once it has been established that a data breach has occurred, SJOG will take immediate and appreciate action to limit the breach. The steps taken will be dependent on the nature and cause of the breach. SJOG will take guidance from the European Data Protection Board (“EDPB”) document on Data Breaches updated in March 2023 (available here) to determine mitigation steps.
The DPO, in consultation with relevant staff, will:
· Establish who within SJOG needs to be made aware of the breach (e.g. IT Services) and inform them of their expected role in containing the breach (e.g. isolating a compromised section of the network).
· Establish whether there is anything that can be done to recover any losses and limit the damage caused by the breach.
· Where appropriate, inform the Gardaí (e.g. in cases involving criminal activity).

6.5. [bookmark: _Toc136441407]Breach Reporting
This section identifies the requirements, as outlined under Articles 33 and 34 of the GDPR, regarding the documentation and notification of data breaches to the Data Protection Commission (“DPC”) and to the data subject(s).
6.5.1. [bookmark: _Toc136441408]Notification to the Data Protection Commissioner
Under Article 33 of the GDPR, SJOG shall, where feasible, not later than 72 hours after having become aware of a personal data breach, notify the personal data breach to the Data Protection Commission, unless the personal data breach is unlikely to result in a risk to the rights and freedoms of natural persons. Note, this timeframe includes weekends and bank holidays. 
In accordance with guidance from the EDPB, SJOG, as the data controller, shall not be considered “aware” of a breach until they have a reasonable degree of certainty that a security incident has occurred which has resulted in personal data being compromised. 
The personal data breach does not have to be notified where it is unlikely to result in a risk to the rights and freedoms of individuals.
All contact with the Data Protection Commission should be made through the DPO.
The decision to report a breach to the Data Protection Commission will ultimately be made by the Executive Management team of the relevant entity, in consultation with the DPO and relevant SJOG staff. If a decision is made to not report a breach, a summary record of the incident with an explanation of the basis for not informing the Data Protection Commission will be retained by the DPO.
6.5.1.1. [bookmark: _Toc136441409]Information to be provided
Under Article 33(3) of the GDPR, the breach notification to be supplied to the Data Protection Commission shall include at least the following information:
· Breach Description: a description of the nature of the personal data including where possible, the categories and approximate number of data subjects concerned, and the categories and approximate number of personal data records concerned;
· DPO: communicate the name and contact details of the data protection officer or other contact points where more information can be obtained
· Consequences: describe the likely consequences of the personal data breach
· Measures: describe the measures taken or proposed to be taken by SJOG to address the personal data breach, including, where appropriate, measures to mitigate its possible adverse effects
6.5.1.2. [bookmark: _Toc136441410]Notification in Delay
Where the notification to the Data Protection Commission is not made within 72 hours, it shall be accompanied by reasons for the delay.
6.5.1.3. [bookmark: _Toc136441411]Notification in Phases
When further investigation by SJOG is required, further information “may be provided in phases without undue further delay” and accompanied by reasons for the delay. As outline under Article 33 of the GDPR.
When SJOG first notifies the Data Protection Commission, it will outline whether it intends to supply more information at a later stage. If it transpires during the investigation that the incident was contained and there was no breach, SJOG will still notify the Data Protection Commission of this conclusion

6.5.2. [bookmark: _Toc136441412]Notification to the Data Subject
Article 34 of the GDPR states that where a personal data breach is likely to result in a “high risk” to the rights and freedoms of individuals, the controller shall communicate the personal data breach to the individuals “without undue delay”. 
SJOG will provide the data subject with specified information on steps to take to protect themselves.
6.5.2.1. [bookmark: _Toc136441413]Contacting the Data Subject
SJOG will aim to contact the data subject directly unless it would involve a “disproportionate effort” in line with Article 34(3)(c) of the GDPR. Where this is the case, a public communication or similar approach will be taken.
This communication will be a dedicated message and sent separately to other information such as marketing newsletters or updates. SJOG will choose a means of communication that maximises the chance of properly communicating information to the data subjects, if necessary, engaging the assistance of communications advisors.
6.5.2.2. [bookmark: _Toc136441414]Information to be Provided
As outlined under Article 34(2) of the GDPR, the breach notification to be supplied to the subject by SJOG shall:
· Be in clear and plain language; and
· Include at least the following information;
· Description of the nature of the breach;
· The name and contact details of the Data Protection Officer or other contact point where more information can be obtained;
· Description of the likely consequences of the personal data breach;
· Description of the measures taken by SJOG to address the personal data breach, including measures to mitigate the breaches adverse effects.
6.5.2.3. [bookmark: _Toc136441415]Condition Where Notification is Not Required
Under Article 34(3), the GDPR provides three conditions where a notification to an individual is not required in the event of a high-risk personal data breach.
· Technical and Organisational Measures: SJOG has applied appropriate technical and organisational measures to protect personal data prior to the breach, in particular those measures that render personal data unintelligible to any person who is not authorised to access it (e.g. Encryption). However, even where data is encrypted, a loss of data may have negative consequences for data subjects where SJOG retains no backups. In this regard, a notification to the data subject would be required as the breach affects SJOG’s ability to restore the availability and access to personal data.
· Subsequent Measures: SJOG has taken subsequent measures which ensure that the high-risk to the rights of the data subject are no longer likely to materialise
· Disproportionate Effort: communication to the data subjects would involve disproportionate effort. In such an instance, as outline above, there shall instead be a public communication or similar measure whereby the data subjects are informed in an equally effective manner
These three conditions should be used with caution. Where they are relied on to restrict SJOG’s the justification for making the decisions should be documented and challenged by the Data Protection Officer. If a previously perceived risk materialised despite meeting one of the conditions, the Data Protection Commission would challenge SJOG’s justification for not notifying the affected data subject(s).

6.6. [bookmark: _Toc136441416]Breach Incident Review
Following containment of the initial breach, any outstanding mitigation actions will be completed. The Data Protection Officer, along with key stakeholders will conduct a full review of the cause of the breach and the subsequence actions taken. The review will ensure that the steps taken during the incident were appropriate and identify whether further actions are required to identify areas that may need to be improved to prevent the breach from occurring again. These actions may include systems review or implementing policies and procedures or addressing systematic issues, in order to reduce the recurrence of similar data breaches and to ensure that the appropriate technical and organisational measures are put in place.

7. [bookmark: _Toc136441417]Breach Recording
To demonstrate compliance and accountability, SJOG shall maintain a record of each personal data breach. The Data Protection Officer is responsible for maintaining and updating of the personal data breach records in the Data Breach Register. In circumstances where the Data Protection Commission is not notified, an explanation of the basis of not doing so must also be retained.
In documenting the breach, SJOG will record at least the following details:
· Cause of the breach
· Description of the breach
· Effects and consequences
· Mitigating actions taken
· Reasons for not notifying a breach including reasons why the breach was not considered likely to result in a risk to the data subject(s)
SJOG will retain proof of communications to the data subject regarding breaches to assist in demonstrating accountability and compliance.

8. [bookmark: _Toc136441418]Training
All SJOG employees and processors will be made aware of their responsibilities to report information security events as quickly as possible. They will also be made aware of the procedure for reporting information security events and the point of contact to which the events are required to be reported.

9. [bookmark: _Toc136441419]Enforcement
SJOG reserves the right to take action as it deems appropriate against individuals who breach the conditions of this policy. Employees who breach this policy and supporting policies may be denied access to SJOG’s IT resources and may be subject to disciplinary actions.
· Failure of any members of staff to comply with the policy and supporting policies may lead to the instigation of disciplinary and grievance procedures and, in certain circumstances, legal action may be taken.
· Breach of this policy by a third party engaged by SJOG, may lead to the withdrawal of SJOG resources from that third party and / or the cancellation of any contract(s) between SJOG and the third party




[bookmark: _Toc136441420]Appendix A – Data Breach Incident Form
1. [bookmark: _Toc135924904][bookmark: _Toc136441421]
2. [bookmark: _Toc135924905][bookmark: _Toc136441422]
3. [bookmark: _Toc135924906][bookmark: _Toc136441423]
4. [bookmark: _Toc135924907][bookmark: _Toc136441424]
5. [bookmark: _Toc135924908][bookmark: _Toc136441425]
6. [bookmark: _Toc135924909][bookmark: _Toc136441426]
7. [bookmark: _Toc135924910][bookmark: _Toc136441427]
8. [bookmark: _Toc135924911][bookmark: _Toc136441428]
9. [bookmark: _Toc135924912][bookmark: _Toc136441429]
10. [bookmark: _Toc135924913][bookmark: _Toc136441430]
11. [bookmark: _Toc135924914][bookmark: _Toc136441431]
	Any breach of personal data should be reported immediately to DPO immediately. Staff member reporting the breach to complete Section 1 and email to the DPO immediately.

	TO BE COMPLETED BY MEMBER OF STAFF REPORTING THE INCIDENT
Section 1

	Name of person reporting the breach:
	Phone No:
	Email: 

	1. Date and time breach was discovered:



	2. Date and time of breach (estimate if required):



	3. Department / unit where breach originated:



	4. Name of staff member who caused the breach (if applicable):



	5. Breach Description (include full detail of the breach including how it happened and the cause of the breach):






	6. Details of IT systems, equipment, devices, records involved:






	7. Number of data subjects affected? (estimate if required)



	TO BE COMPLETED BY THE DPO IN CONSULTATION WITH HEAD OF AREA IMPACTED BY BREACH
Section 2

	8. Categories of personal data records concerned? (e.g. personal, special, financial, criminal etc.)



	9. Consequences: describe the likely outcome of the breach (e.g. loss of control of personal data, identity theft, reputational damage, fraud etc)






	10. Any actions taken to mitigate the effects of the breach: (e.g. request that documentation is returned, recall emails). Include the date of actions taken and by whom.






	11. Was the affected individual(s) notified of the breach? (Note: Contact with the affected individual(s) should only be made if directed to do so by the DPO)



	12. Please describe the relevant technical / organisational measures that were in place prior to the breach.






	13. What measures have you taken / do you plan to take to (a) address the breach or (b) to mitigate the adverse effects.






	14. Are the mitigating measures fully implemented?



	15. Please provide further detail in the event mitigating actions have not be fully implemented.






	16. Have you secured / retrieved the breached personal data?



	17. In the event you have not secured / retrieved the breached personal data, please fully outline why not. In the event this breach involved an unauthorised disclosure, please confirm you have retrieved the data and/or received confirmation of its destruction.






	18. What do you believe are the potential consequences of the breach for whose affected? (Please selected all that apply)
☐ Loss of control of their personal data          ☐ Identity Fraud                   ☐ Discrimination
☐ Limitation of their rights                                   ☐ Financial loss                    ☐ Fraud                           ☐ Unauthorised reversal of pseudonymisation                         ☐ Damage to reputation                     ☐ Loss of confidentiality of personal data protected by professional secrecy
☐ Other (please specify):


	19. Has an assessment of the breach been completed?



	20. Does the Data Protection Commission need to be notified? (If yes, include references, dates etc.)



	Signature by DPO function:                                   Date:

______________________                                   ____________________
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