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1. [bookmark: _Toc531258805][bookmark: _Hlk507495515][bookmark: _Toc163565231]Introduction 
[bookmark: _Hlk19797887]
SAINT JOHN OF GOD HOSPITALLER SERVICES GROUP (SJOG) is committed to protecting the rights and privacy of all individuals, being service users, visitors, donors, or any others.

This document sets out how we intend to capture, use, and protect all personal data which SJOG collects and stores during the course of the relationship we have established with you. We also want you to be clear as to what rights you can invoke in respect to the information, we hold about you.

In this regard, it is important that you read this Privacy Notice and understand our use of your personal data.

This policy may be updated from time-to-time to reflect a changing environment, as required. The most recent version of this document can be found on our website: www.sjog.ie/data-protection

1.1 [bookmark: _Toc163565232]Company Information
References to “SJOG”, “us”, “our” and “we” refer to Saint John of God Hospitaller Services Group, and any of the associated companies within the Group Structure. The companies, as referred to under the term Group, are:
· Saint John of God Hospitaller Services Group Clg
· Saint John of God Research Foundation Clg
· Saint John of God Housing Association Clg
· Saint John of God Foundation Clg (Fundraising activities)

More information about SJOG can be found at http://www.sjog.ie/

1.2 [bookmark: _Toc163565233]Legislation
All personal data we gather will be “processed” in accordance with all applicable data protection laws and principles, including the EU General Data Protection Regulation 2018 and the Data Protection Acts 2018, Directive 2002/58/EC and the European Communities (Electronic Communications Networks and Services) (Privacy and Electronic Communications) Regulations 2011. 

1.3 [bookmark: _Toc163565234]Queries and Complaints
If you require further information about the way your personal data will be used, or if you are unhappy with the way we have handled your personal data and wish to contact us please submit your concerns to: dpo@sjog.ie.

The dpo@sjog.ie mailbox is managed by the SJOG DPO function, and all correspondence received will be addressed accordingly, including oversight from the designated SJOG Data Protection Officer.

You have the right to lodge a complaint with the Irish Data Protection Commission (DPC). To contact the DPC, please use the following details:
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By letter:
· Data Protection Commission
· 21 Fitzwilliam Square South Dublin 2 D02 RD28 Ireland

Telephone:
· +353 578 684 800
· +353 761 104 800
Email: info@dataprotection.ie 

Please note that we will take all appropriate steps to keep your personal data safe. In the unlikely event that we have a security breach, we will notify you without undue delay regarding the circumstances of the incident in accordance with our legal obligations.

2. [bookmark: _Toc531258806][bookmark: _Toc163565235]How do we collect information?
We collect personal data to provide our services to you. Most of the personal information we process is provided to us directly by you for one of the following reasons:
· You have made a complaint or enquiry to us.
· You have made an information request to us.
· You wish to attend, or have attended, an event.
· You subscribe to our e-newsletter.
· You have applied for a job or secondment with us.
· You have fundraised for the Foundation.
· You have donated to the Foundation. 
· You are representing your organisation.
3. [bookmark: _Toc531258807][bookmark: _Toc163565236]What do we use information for?
We use your personal information in order to provide the different services our organisation delivers through its many entities.
The following table is a non-exhaustive list which describes how we may use the personal data we gather for any or all the following purposes:

	Purpose
	Description
	Lawful Basis for Processing

	Allocation and maintenance of accommodation facilities  
	We collect data regarding the offering, selection and ongoing maintenance of housing facilities to suitable applicants/tenants.
The data is collected from the individuals themselves but also from the different representatives that could act on their behalf (relatives, local authorities, etc.).
This data will be used throughout the tenant’s relationship with the Association.
	The use of the data is necessary for the performance of a contract to which the applicant/tenant is party.

	Investigate Complaints
	Where complaints are received from patients/users or other members of the public we will access the necessary data in order to investigate the complaint.
	The use of the data is necessary for the management of health services.
The use of the data is necessary to ensure high standards of quality and safety of health care. 

	System Maintenance  
	Sometimes user/staff data may be accessed during system repairs and updates, as required.
Service user data will also be used in order for the organisation to maintain system back-ups in the event of an IT system failure. 
	The use of the data is necessary for the management of services.
The use of the data is necessary to ensure high standards of quality and safety of health care.

	CCTV Footage
	We operate a CCTV system on our premises to protect the safety and security of our staff, visitors and property.
	The processing is in our legitimate interests as an organisation regarding safety and security. 

	Visitor Sign-In
	Visitor data is recorded at our reception to keep a log of external parties who are operating within the premises.
	The use of the data is in our legitimate interests as an organisation.

	Recruitment   
	During the recruitment process we obtain your personal profile and work experience details through online forms, CVs submitted, references, external agencies and any details provided in cover letters.
This data is then used by SJOG to assess your suitability for the role being applied for throughout the recruitment process. 
This may include checks with past employers or references.
	The use of the data is necessary to take steps at the request of the prospective employee prior to entering a contract.

	Payroll & Employee file maintenance
	Once employed, we provide the payroll team with your details in order for SJOG to process your salary payments each month. Information of this nature is also collated and shared with parties such as Revenue and pension providers.
Employee performance and sick-leave information may be used for internal reporting purposes.
Employee availability data including leave requests is used across the data to schedule rosters and assess leave days used by staff.
	The use of the data is necessary for the performance of a contract to which the employee is party. Further all or part of this data is also processed upon legitimate interest as an employer and to fulfil with regulatory/statutory obligations. 

	Handling Enquiries 
	General enquiries are received from patients/users, patient/user relatives, and other members of the public.
Patient/user data will only be disclosed on completion of identity verification.
	The use of the data is in our legitimate interests as an organisation.
The use of the data is necessary for the management of health services. 

	Staff ID Cards
	Once employed, we shall issue you with an official ID card.
	The use of the data is in our legitimate interests as your employer.

	Employment Termination
	On termination of employment, the termination of employment is recorded.
	The use of the data is in our legitimate interests as an employer.

	Issuing References
	On request, we issue employment references to other entities.
	This process begins on receipt of your consent. 

	Research grant
	To assess, evaluate, and grant approval for applications for SJOG research funding.  
	This processing is based on Article 6(1)(b) – Performance of a Contract

	Research 
	We may use information collected during your use of SJOG Hospitaller services to conduct research in order to enhance healthcare practices and services. 

We may also aggregate and anonymise personal data that we collect, for research purposes. This anonymous data can no longer be linked to any particular person and may be used for a variety of purposes, such as identifying trends and patterns within our existing supporter base.
	This process is based, predominantly, on your consent.
In some cases where consent is not possible to gather, and where allowed by the Health Research Regulations 2018, we may process data under the relevant alternative provision.



	Fundraising
	We process information collected from donors for the purpose of fundraising activities. We may further process this information to engage with donors to facilitate ongoing support.  
	This processing is based on your consent. 
Further, all or part of this data is also processed on the basis of our legitimate interest in fundraising development. 


[bookmark: _Toc531258808]

[bookmark: _Toc163565237]4. Who do we share information with?
There are various circumstances where we may share personal data with third parties. Generally, this includes your representatives and our representatives, and some pre-advised third parties.
We may from time to time disclose your information to the following categories of recipients: 

	Category/ Service Provider/ Other
	Details

	Other data subjects
	Any party which you have given us permission to speak with, such as;
· Next of kin
· Appointed representative

	Government/ Regulatory/ Statutory bodies
	· Revenue
· HSE
· HIQA
· An Garda Síochána
· Department of Social Protection
· Mental Health Commission

	Legal
	· Legal representatives
· Insurer broker and insurer
· Loss adjusters

	Others
	· SJOG Group
· Health Insurance providers
· GP/clinician/ registered medical practitioners
· Pharmacies
· External research services




We take steps to ensure that any third-party partners who handle your information comply with data protection legislation and protect your information just as we do. We only disclose personal information that is necessary for them to provide the service that they are undertaking on our behalf. We will aim to anonymise your information or use aggregated non-specific data sets where possible. 

Occasionally, SJOG works with external companies who analyse our donor information to determine geographical and demographic trends. This helps us to send the most effective communications to potential and existing supporters. We only work with suppliers who we trust to keep the personal details of our donors safe. We require our partners to comply with data protection laws and to put appropriate safeguards in place.	Comment by Ceyda Cakmak: For campaign solutions

If our research identifies that you may be willing and able to support us, we may gather additional information about you, such as professional history, affiliation with other charities and companies, trusteeships or club and livery membership, using publicly available sources. These sources could include company websites, social media, published directories, news archives, public registers of personal and corporate information, and recent press coverage. We will use this information to determine if the work of SJOG might be of interest to you, in order to contact you with the most relevant information to see whether you are willing to support us.

We rely on our legitimate interest in identifying suitable donors for this processing activity.

[bookmark: _Toc163565238]5. Which countries we transfer some or all of your personal data
On occasion we may transmit your data outside of the European Economic Area e.g. when using a cloud-based service provider. In such circumstances, we will ensure the privacy and integrity of your personal data by putting appropriate contractual safeguards in place with SJOG and the service provider. 

If you would like more information about the relevant safeguards in place for the transfer of personal data to countries or companies outside the European Economic Area, please contact us.

[bookmark: _Toc531258809][bookmark: _Toc163565239]6. What type of information is collected?
While the type of personal data may change occasionally, we believe it is important you are aware of the types of personal data we gather and use.
In providing some services or overseeing the services provided by our entities, we may collect many categories of personal data about service users, which may include sensitive data. The following table is a non-exhaustive list and provides an indication of the categories and types of personal data we use to perform our duties. 
Please note that information listed under one category may be used for the performance of a task or in relation to activities under another heading or as outlined under Section 3.

	Reason
	Type of Data Collected

	Housing Applications and maintenance
	Identification and contact details, financial details, health details.

	Service Quality Improvement
	Service user feedback, enquiries received, log of calls received, log of complaints received, adverse occurrence forms submitted.

	Recruitment
	Information Provided on CV, Garda Vetting, Occupational Health Data, Verifications of References, Experience and Qualifications Provided, Visa/Immigration Documentation, Interview Notes.

	Employment maintenance
	Contact Details, Date of Birth, Bank Details, Hours Worked, Sickness Details when Absent, Training Records and requirements, Performance Reviews

	Occupational Health 
	Occupational health related medical data

	Quality Improvement
	Employee Feedback, Formal Enquiries Made

	Fundraising
	Contact details, banking/payment details.

	Security on premises
	CCTV footage, Area Access Log

	Research 
	Identification and contact details and health details. 




[bookmark: _Toc531258810][bookmark: _Toc163565240]7. How long do we retain information?
We have a comprehensive record retention schedule and policy. When we collect your personal information, the length of time we retain it is determined by a number of factors including the purpose for which we use that information and our obligations under other laws, or the period required to defend ourselves against legal action.
The only exceptions to this are where:
· the law requires us to hold your personal information for a longer period, or delete it sooner;
· [bookmark: _Toc531258811]you exercise your right to have the information erased (where applicable as per section 9) and we do not need to hold it in connection with any of the reasons permitted or required under the law.
[bookmark: _Toc163565241]8. What are your rights?
You have rights when it comes to your personal data. On receipt of a valid request to invoke your rights, we will do our best to adhere to your request as promptly as reasonably possible, however, please be aware that restrictions may apply in certain situations.
[bookmark: _Toc99709632][bookmark: _Toc99710154][bookmark: _Toc72344418][bookmark: _Toc163565242]Right to withdraw consent
If we are relying on consent to allow us to process your information, you can withdraw your consent at any time. From that point on we would no longer be able to carry out the processing we were carrying out with your consent. Any processing we carried out before you withdrew your consent would remain valid. 
[bookmark: _Toc99709633][bookmark: _Toc99710155][bookmark: _Toc163565243]Right of Access 
You have a right to know what personal data we hold on you, why we hold the data, and how we are processing your personal data. As a result, you have the right to ask us for copies of your personal information. 
There are some exemptions to the right of access, which means you may not always receive all of the information we process.
[bookmark: _Toc72344419][bookmark: _Toc99709634][bookmark: _Toc99710156][bookmark: _Toc163565244]Right to Rectification 
You have a right to request that our information held on you is up to date and accurate. 
Where information is inaccurate or incomplete, we encourage you to contact us to have this information rectified. Upon receipt of request, we will ensure that the personal data is rectified and as up to date as is reasonably possible.
[bookmark: _Toc72344420][bookmark: _Toc99709635][bookmark: _Toc99710157][bookmark: _Toc163565245]Right to Erasure  
You have the right to ask us to erase your personal information in certain circumstances.
[bookmark: _Toc72344421][bookmark: _Toc99709636][bookmark: _Toc99710158][bookmark: _Toc163565246]Right to Restriction 
You have the right to ask us to restrict the processing of your information in certain circumstances.
When processing is restricted, your personal data will only be processed: with your consent; for the establishment, exercise or defence of legal claims; for the protection of the rights of other people; or for reasons important to public interest.
[bookmark: _Toc72344422][bookmark: _Toc99709637][bookmark: _Toc99710159][bookmark: _Toc163565247]Right to Data Portability
 You have the right to requesr the provision of all personal data held in relation to you in a structured, commonly used and machine-readable format where:
· Processing is completed on the basis a contract.
· Processing is completed based on consent by the you.
· Processing is carried out by automated means.
You may also request that we send this personal data to another data controller where technically feasible.
[bookmark: _Toc72344423][bookmark: _Toc99709638][bookmark: _Toc99710160][bookmark: _Toc163565248]Right to Object 

[bookmark: _Toc72344424][bookmark: _Toc99709639][bookmark: _Toc99710161]You have the right to object to the processing of your personal data. However, the processing must have been undertaken on the basis of public interest or legitimate interest by us. 
[bookmark: _Toc163565249]Right not to be subject to Automated Decision Making, including Profiling
You have a right not to be subject to a decision based solely on automated processing, or profiling, where such decisions would have a legal effect or significant impact on you. 
[bookmark: _Hlk509409152]As a responsible organisation, we do not use automatic decision-making or profiling.


[bookmark: _Toc72344425][bookmark: _Toc99709640][bookmark: _Toc99710162][bookmark: _Toc163565250]Where do I send requests?
When submitting your request, please provide us with information to help us verify your identity and as much detail as possible to help us identify the information you wish to access (i.e. date range, subject of the request).
Please send all your requests to dpo@sjog.ie
[bookmark: _Toc72344426][bookmark: _Toc99709641][bookmark: _Toc99710163][bookmark: _Toc163565251]How long will a request take to complete?
Upon receipt of a request, we will have 30 days to provide a response, with an extension of two further months if required. If we require more time to deal with your request, we will notify you of the delay, and the factors responsible for the delay, within 30 days of the receipt of your request. If we refuse your request, we will notify you within 30 days of the receipt of your request accompanied by the reason for refusal. 
You are entitled to contact the Data Protection Commission if we refuse your request.
[bookmark: _Toc72344427][bookmark: _Toc99709642][bookmark: _Toc99710164][bookmark: _Toc163565252]How much does it cost to submit a request?
We will not charge a fee for any requests, provided we do not consider them to be unjustified or excessive. If we do consider requests to be unjustified or excessive, we may charge a reasonable fee (also applicable for multiple copies), or refuse the request.
image1.png




